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The risk managementrisk assessment interface Last in ajive-part series on cancer risk assessmeni
 
 Paul E Deiisler, Jr. Houston, Ta. 77024 Everyone practices risk management daily to reduce risks of many kinds or to mitigate their consequences. People take medical examinations, go on diets to prevent disease, and observe varying degrees of caution when crossing streets. They take these and many other precautions for a variety of reasonstheir own perceptions of the risks, their views of the consequences of the risks, their estimates of the relative costs ant feasibilities of different precautionaq options, and the benefits they might receive either by avoiding or accepting different levels of risk. In most instances of daily, personal risk management, the risk assessor and manager are one and the same, and formal or even conscious analysis does not occur. In my own experience, the manage ment of risks affecting a l l or parts o society is so complex that it is an art ir its own right, distinct from the areas o expertise that go into the analysis, as sessment, and charaaerization of risks associated with particular hazards. The risk manager comes from only one of many fields and therefore needs the multidisciplinary expertise essential tc assessing and characterizing risks. Combining the roles of risk manager and risk assessor can lead to distortion of both by establishing rules for assessment that do not fit individual cases or by forcing reevaluations. W. D. Ruckelsbaus, former adminishator of the EPA, has said, “Risk assessment data can be like a captured spy: If you tornut it long enough, it will tell you any-
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 thing you want to know” (1).The opportunities for torture can be reduced by maintaining both the distinctness of the roles and their appropriate interactions. Societal risk management is not new. Insurance as a means of mitigating, and thus managing, the risk of serious commercial losses was institutionalized in the Babylonian Code of Hammurabi nearly 3000 years ago (2). Today, in the United States, we have a huge and growing network of laws, ordinances, regulations, and voluntary activities that aim to manage many kinds of risks, not the least complex of which are those related to the technological nature of our society. Among the technologically related risks, the assessment and management of environmental health risks have received an increasing amount of scrutiny; staggering numbers of state and federal laws and regulations relating to these risks have appeared in the past decade and a half. Of the environmental health risks, cancer and its possible link to industrial chemicals has been and remains an area of intense focus. In a massive study, Doll and Pet0 (3) examined the causes of cancer in the human population of the United States. Summing their best estimates of the percentages of total deaths by cancer attributable to technologically related causes (occupation, food additives, pollution, industrial products, medicines, and medical procedures), they reported yields somewhat less than 9%-much less than the amount attributed to controllable personal habits. Social consensus has strongly emphasized the prevention of technologically related cancer. However, the risks of smoking, direct and indirect, are receiving increasing attention at present, and this emphasis in turn has produced much scientific research and regulatory policy development. Even so, truly satisfactory solutions to the risk management problems of cancer attributable to industrially related agents still lie ahead.
 
 Needs of risk management From the viewpoint of his experience in the Occupational Safety and Health Administration, M. D. Cowan points out that “risk management is generally an iterative process of identifying the regulatory and nonregulatory alternatives for abating unacceptable risk, evaluating the expected cost-effectiveness of these alternatives, and designing a standard to correspond to the least costly method of achieving the desired reduction in risk” (4). The repetitive nature of the process is common to all risk management, given the accumulation of knowledge and changes in pub16 Environ. Sci. Technol., Vol. 22, No. 1 , 1988
 
 lic attitudes over time. The needs of risk management in exercising its role start with, but go far beyond, a scientific characterization of risk and subsequent selection and implementatjon of appropriate options. More broadly, risk management involves managing a situation in which a risk exists that is deemed to be undesirable. It can involve actual or objective risk, or it can involve perceived risk on the part of some segment of the public, or both. This conclusion, which may not be satisfactory to all parties concerned, is at least accepted for the time being. The preferable result of risk management is the abatement of an actual risk. Ruckelshaus discussed an instance of risk management in which the importance of the views of the affected public was recognized as a main feature (1). The case is that of emissions of inorganic arsenic, a known human carcinogen, from a smelter in Tacoma, Wash. Substantial human epidemiologic information on the cancer risk of inorganic arsenic was available, and the risk assessment indicated that even the application of best available technology could leave the surrounding community at too high a risk. Indeed, reducing the risk to insignificant levels might have resulted in a plant shutdown and a subsequent loss of jobs. The problem was viewed as one of jobs in the community versus risk to the community. Sensitive to the community problem posed, the fears involved, and the disparities that could exist between the actual risks and the public’s fearful perceptions of them, the EPA concluded that the normal hearing process would not suffice. The agency therefore embarked on a campaign to educate the concerned public by providing information to the media, conducting three public workshops, and holding meetings with community leaders in addition to the required hearings. This was an important, highly commendable effort. Although it did not succeed in all of its aims, the EP4 found that many people concluded they wanted both good health and jobs. There were serious difficulties in communicating professional understanding of risk to the public, despite the efforts made, and a major conclusion was that “Tacoma shows that we have to prepare ourselves for the other Tacomas.” It was recently reported that a new Center for Risk Management is being developed by former EPA Administrator Ruckelshaus, a most welcome development (5). Far more complex risk management situations arise, for example, in groundwater contamination, in the disposal of hazardous wastes, or in the
 
 cleanup of abandoned waste disposal sites. These kinds of cases are not only technically complex, involving multiple exposures, cross-media pollution problems, and the assessment of ecological damage, but they can also involve sociopolitical, ethical, judicial, and legal factors. Such factors include the public’s perceptions of risk; the interests of businesses, industrial organizations, and federal, state, and local governments; the interests of special neighborhood or local organizations and public interest groups; the effects of court decisions; and the possibility of litigation by one or more parties. If litigation occurs, it makes the task of risk management far more difficult, introducing delays and the possibility of additional financial risks-up to billions of dollars-into the process; these risks must also be assessed and taken into account. Figure 1 illustrates the variety of factors the risk manager must consider when formulating solutions to complex risk problems. If the risk manager represents the public or the private sector, the impacts of the factors will vary but the factors will remain the same. All the needs of risk management are not satisfied merely by having available a sound scientific characterization of environmental health risks. The risks of litigation need to be characterized for the parties vulnerable to such risks. In order to deal and communicate effectively with the many parties involved, all risk managers must have a thorough characterization of the possible risks and benefits of each suggested strategy. Thus the risk manager faces innumerable pressures, confronts more than one interface, ana must consider the risk as it is perceived by the affected parties. In discussing risk management from the psychologist’s point of view, B. Fischhoff said, “Giving serious consideration to public risk perGeptions means reconciling ourselves to a messy process” (9. Such is the state of the art today, but working to define the process and clarify its roles can only be of help. Although scientifically sound characterizations of risk are not the sole requirement for managing environmental health risks in our society, they are the most fundamental ingredient of risk management. Such characterizations permit the development of feasible technical options for abating a risk. Risk managers can then comment, communicate, negotiate, or otherwise deal appropriately with each other and with the parties concerned to reach a solution. For this reason, Figure 1 shows scientific risk characterization as the first and uppermost need of risk management.
 
 ing and many others are defaced or broken. It becomes the task of the risk manager, with clarifications by the risk assessors, to decide how to perceive a pattern that is useful for considering timely risk management options.
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 Risk management
 
 Risk eherseterizatinn Ideally, a scientific characterization of carcinogenic risk will be based on a thorough analysis of relevant data of all types-epidemiological, clinical, environmental, animal toxicological, in vivo, in vitro, pharmacokinetic, pharmacodynamic, biochemical, structure activity, and exposure data-analyzed by both qualitative and quantitative methods. The Characterization itself will include a full description of the qualitative factors that helped to establish the existence of a hazard and a risk, descriptions of the human population subject to risk and the cancer or tumor responses; an estimate of the background or natural occurrence rates of those responses; and a quantification of the best estimate of the excess of risk, over and above the background risk, and of its upper and lower statistical bounds. The estimate of risk is determined using the most biologically reflective extrapolation function or functions for the case in hand, all as a function of dose or exposure by the various relevant routes of exposure (see for example Sielken 17).The estimate also uses a qualitative and quantitative description of the distributions of human exposures, including exposures to the agents of interest from other sources. Also included in the risk estimate are a synthesis expressing the range of the excess risk to the population and the mosl likely value of that risk under prevail-
 
 ing levels of exposure and disnibutions of exposure within the population; a discussion of the major judgments and assumptions made (and sensitivities to assumptions) in amving at the overall risk characterization; and a description of the uncertainties in the risk assessment, their sources and magnitudes, and the sensitivities of the risk assessment to the uncertainties. The ideal risk characterization is not generally attainable because certain desirable data are often not on hand. Among the many uncertainties enconntered in a risk characterization are those inherent in the types of data available, those resulting from lack of good exposure data in epidemiologic studies, and those caused by confounding factors. Model uncertainties arise from the fact that currently used models are not truly suitable for extrapolation from high to low doses or exposures, although this situation is improving (7). The uncertainties also exist in extrapolations across species because of the frequent lack of relevant data and many other factors. Suffice it to say that if an experienced risk manager knew, in a given case,that risks at exposures relevant to humans were known to withii one order of magnitude, that manager would be delighted with the high level of precision of the information. An aaual risk characterization will normally resemble a mosaic uncovered in an archeological dig in which many pieces, often important ones, are miss-
 
 The risk assessment process The great uncertainties inherent in risk assessment have led to the recent development of two ,approachesfor risk characterization. The first calculates an upper extreme of risk, piling one riskraising assumption on another to arrive at a so-called upper bound estimate of risk. The other assures that risk assessors will take a more orderly approach to their assessment; with this method the conclusions reached at each stage and at the end must be in line with what the evidence and the best current scientific inferences show. The first method is clearly described by Anderson in a paper re vie wing^ quantitative approaches to assessing cancer risk in the federal agencies (8). The second is in a report published by the National Academy of Sciences (NAS) on managing the process of risk assessment in the federal government (9). Events leading up to the development of the second method are summarized elsewhere (10). The first method forces extreme prudence, not leaving prudence to the judgment of the risk manager where it belongs. By grossly overstating risk to an unknown degree and by supplying too narrow an answer rather than the sense of pattern provided by the risk mosaic, this method can only lead to misalignment of priorities and misallocation of resources if the results are used as risk estimates. At the same time, this method does not allow the experts, who should characterize risk, to fully exercise their scientific knowledge. This method, which preempts both risk management and risk assessment, can be too easily institutionalized and thus can be unintentionally misused by those lacking sufficient scientific background. Moreover, extreme estimates of risk offer little basis for useful communication with the public about risk. On the contrary, these estimates will tend to engender excessive fear and hamper the development of sound solutions to risk problems. In a critical examination of assumptions used by the Centers for Disease Control in risk assessments of dioxin-contaminated soil, Paustenbach et al. show how the use of more appropriate scientific assumptions and inferences leads to a different and more useful assessment of risk (11). The second method incorporates the risk assessment process shown in Figure 2. Along with a recent study by the Enviran. Sci.Technol.,Vol. 22. No. 1. 1988 17
 
 Office of Science and Technology Policy, this method is beginning to influence t h i i g in the regulatory agencies (12). The EPA has recently issued new carcinogen assessment guidelines incorporating its major features (13). Figure 2 also illustrates the risk management process. Four stages of risk assessment are described in the NAS report (9).These include haulrd identi$cation, “the process of determining whether exposure to an agent can cause an increase in the incidence of health conditions”; dose-response assessment, “the process of characterizing the relationship between the dose of an agent administered or received and the incidence of an adverse health effect in exposed populations”; exposure assessment, “the process of measuring or estimating intensity, frequency, and duration of human exposures to an agent currently present in the environment or of estimating hypothetical exposures that might arise from the release of new chemicals into the environment”; and risk characterizution, “the process of estimating the incidence of a health effect under the various conditions of human exposure descri’bed in exposure assessment.” The EPA guidelines have adopted these same four steps (13). These guidelines note that the first stage provides a qualitative answer to how likely an agent is to be a human carcinogenan important question to answer before proceeding with the rest of the process. In the second stage, it. is important to qualitatively evaluate the animal data that may apply to humans and determine if the quantitative risk assessment for humans appears feasible or is reasonably contraindicated. This must be answered before one can proceed to quantitative evaluation (14).The guidelines also call for a total exposure assessment (i.e., an assessment of exposure from food, air, water, and contad with skin) to fully characterize risk. The flow of the process in Figure 2 is a simple one. Hazard identification is performed first to be sure the next stages are needed; it also provides useful insights for carrying out stages 2 and 3. The next two stages can be performed at the same time, interacting with each other; if nothiig else, a preliminary version of exposure assessment will identify important exposures and the levels necessary for extrapolating the response information. The results of the second and third stages are combined in the fourth to yield risk characterization. The process has a deceptively simple appearance. Each step is complex, however, and it is important to manage the process so that the discipline of following the stages is maintained. If the 18 Enviran. Si.Technol., Vol. 22.NO. 1. 1988
 
 process is not maintained, the very chaos the process is intended to control returns in force. There is a tendency, in my experience, for experts engaged in the process to leap forward or backward among the stages, drawing premature conclusions if discipline is not maintained. Worse yet, there is a tendency to stray out of the process a l t e gether and to speculate on risk reduction methods to the detriment of the quality of risk characterization.
 
 ment decisions in general.” Ruckelshaus found in practice ( I ) , Whittemore confirmed in a study (13, and my knowledge of human nature agrees, that the impact of values cannot be limited to the risk management area. Scientists are human and have their own perceptiom, biases, and values. Whittemore suggests that much can be done to allow for or account for individual values and biases, but they cannot be totally “left at the door” as the risk assessors enter and carry out the risk assessment process. The ideal separation of the two roles is not fully achievable in practice. However, unless a better system is devised, one does not throw out the jury system in our courts just because jurors are not perfectly objective beimgs. Some failure to distinguish between the roles of risk assessor and risk manager is inevitahle; however, the ideal of separation should not be taken to mean (as it has in the past) that the two activities should be isolated from each other
 
 The interface The separation of risk assessment, a scientific and technical activity, from risk management, a policy- and valueoriented activity, is advocated in the NAS report (9) and embodied in the EPA guidelines (13). In defining the difference between the two activities, the guidelines say: “The risk assessments will be carried out independently from considerations of the consequences of regulatory action,” to which I would add, “or those of risk manage-
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 until the grand and cataclysmic communication of risk characterization at the end of the assessment process. There are some legitimate and necessary penetrations of the risk management-risk assessment interface. For example, the definition of the problem facing the risk manager should be known to the risk assessors so that they will understand from the start the hazards and risks they are to assess. Significant changes in the risk management problem should be communicated to the risk assessors as they occur. The risk assessors should ask questions of the risk manager when they need clarification of points bearing on the risk assessment. The risk manager must seek clarification of the output when it is not clear. After completing the risk assessment, the risk manager should avail himself or herself of the further advice of relevant experts, including participants in the risk assessment, as options are examined. After all, at that point the risk assessors are the most knowledgeable experts in existence, on their given case. On the other hand, there are three penetrations of the management-assessment interface that must not occur. First, discussions from either direction on the merits of risk management solutions should not occur because of their possible nonscientific impacts on estimates of actual risk. This type of penetration tends to introduce bias into the process by deliberately bringing valueladen, nonrisk assessment material into the wrong half of the process, thus damaging the quality of the risk characterization. The second penetration that must not occur is domination of the risk assessment process by the risk manager. This is a much less subtle and more damaging matter. As a risk manager gains experience, he or she will have to combat a tendency to feel overconfident of the degree of expertise required. Unchecked, the manager may slip from the mode of seeking needed clarification into one of attempting to shape or even dominate the views of the true experts. This is not to say that the final risk abatement option chosen by the risk manager must directly follow from the risk characterization. There are too many other considerations to take into account. Referring to the public's views during the Tacoma incident, Ruckelshaus, as risk manager, observed ". . . while I wanted to hear, I was not committed to heed" (I). With respect to any of the factors bearing on risk management and its solutions to risk problems, the risk manager must be committed to hear and understand-but not to unduly heed every factor.
 
 Finally, usurpation of function can occur from either direction. From the risk management direction, usurpation of the risk assessment function can begin subtly and grow to be full-fledged dominance. From the risk assessment direction, usurpation can be far more inconspicuous. The risk manager cannot be fully versed in all of the disciplines of all of the participants in a risk assessment. It may be difficult for a risk manager to detect when risk accessors allow nonscientific considerations to influence risk characterizations. Clarification of the risk characterization can sometimes uncover such influences, and the use of peer review is an important and useful detection tool. The risk manager can also help create an atmosphere not conducive to this abuse, training the risk assessors in the proper use of the risk assessment process. In the final analysis, it is the risk assessors themselves who must maintain the integrity of the risk assessment process, just as the risk manager must uphold the integrity of risk management. And each party must check the other if abuses begin to occur.
 
 Prognosis Until our science becomes far more certain than it is today, our choices do not seem to include easy or comfortable answers when it comes to characterizing risk. The upper bound procedures are relatively simple to use, calculations done by different groups using the same data give consistent results, and the answers obtained appear to be precise. Such answers are inherently biased toward strong overstatements of risk. Options for risk abatement based on these answers raise strong oppsition, and the opposition often has both science and logic on its side. Thus the intended effect-achieving risk management solutions more easily-is often thwarted, or at least delayed. The NAS risk assessment process is a difficult one. However, its key ingredient provides exactly what is needed to run the assessment and produce credible, usable results-the effective participation of highly skilled scientific experts. The process is not simple to use. Its outcome does not give the appearance of precision. It is not true that two sets of equally good experts, using the same information, will agree in all respects. It takes thought and skill to manage the process. Yet the process provides a superior spectrum of information to guide the risk manager. Its characterizations of risk are much more complete and wellmanaged. Its results over time will be more credible with affected parties. Unlike the upper bound method, this process produces information that
 
 makes the communication of risk with all interested parties more likely, thus facilitating the selection and implementation of risk abatement options. Given the state of science, the state of the twin arts of risk assessment and risk management, and the importance of finding feasible solutions to our environmental health risk problems, I find it a significant development in the twin arts for the EPA to have developed, adopted, and published its final guidelines for carcinogen risk assessment. The guidelines incorporate the NAS process IO years after the issuance of EPA's interim procedures and guidelines for health risk assessments of suspected carcinogens (16). This is true progress, and it lays the foundation for more. References (I)Ruckelshaus. W. IC,
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