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 Uncertainty and Quantitative Assessment in Risk Management M. GRANGER MORGAN Department of Engineering and Public Policy, Carnegie-Mellon University, Pittsburgh, PA 15213
 
 Quantitative assessment is required as a tool in risk management because many risk processes are too complex to be understood without such assessment and because psychological heuristics introduce bias in many judgmental estimates of risk. Uncertainty can enter risk assessment through exposure processes and/or through effects processes and may involve the value of coefficients or the actual functional relationship among variables. Some characteristics of a "good" quantitative assessment are enumerated and a number of reasons for explicitly incorporating uncertainty in quantitative assessment are advanced. The analytical implications of alternative levels of uncertainty are discussed. A general software system for the support of such analysis is described and brief examples are provided. For at least some risk assessment/risk management problems the development of appropriate quantitative analytical tools may be able to provide contesting parties with a common framework within which to address the problem and argue their respective views in a more systematic and somewhat less adversarial fashion. My t h e s i s i n t h i s paper i s that i n order to be "good", a q u a n t i t a t i v e r i s k assessment must c h a r a c t e r i z e and deal with the major u n c e r t a i n t i e s a s s o c i a t e d with the problem. But before I can address t h i s i s s u e I must f i r s t concern myself with what I mean by"good." Good against what c r i t e r i a ? Good given what o b j e c t i v e s ? People undertake q u a n t i t a t i v e r i s k assessments, and other q u a n t i t a t i v e p o l i c y assessments f o r a v a r i e t y o f reasons. These reasons i n c l u d e :
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 4.
 
 5. 6. 7. 8.
 
 ASSESSMENT A N D M A N A G E M E N T OF C H E M I C A L RISKS
 
 To get the answer to a s p e c i f i c a l l y formulated p o l i c y question. To i l l u m i n a t e and provide i n s i g h t on a set o f p o l i c y i s s u e s . To provide s u b s t a n t i a t i o n and arguments to support your views i n an a d v e r s a r i a l procedure. To persuade others that you have got things under c o n t r o l , know what you are doing, and should be t r u s t e d . Performing p o l i c y a n a l y s i s can sometimes do t h i s because i t draws on the t o o l s and images of science and s o c i a l science and the paradigm o f " r a t i o n a l decision-making". Because the law says you must. Because other people expect you to. Because i t i s not c l e a r what e l s e to do and the s i t u a t i o n i s such that you f e e l you must do something. Because doing q u a n t i t a t i v e p o l i c y a n a l y s i s can be fun and p r o f e s s i o n a l l y rewarding.
 
 There i s a c l e a r d i f f e r e n c e i n kind between the f i r s t three o f these reasons, the next four, and the l a s t . The f i r s t three are substance-focused because the s p e c i f i c substance and output of the a n a l y s i s i s o f primary importance. The next four are processfocused because the process o f doing q u a n t i t a t i v e a n a l y s i s may, i n these cases, be more important than the s p e c i f i c d e t a i l s or findings involved. The e i g h t h and f i n a l reason i s a n a l y s t focused. In my judgment, many of the best q u a n t i t a t i v e p o l i c y a n a l y s t s I know are i n the business f o r t h i s reason. Of course, i f you ask them why they are i n the business they w i l l g e n e r a l l y g i v e you answers that sound l i k e one or more o f the substance-focused reasons that I have i d e n t i f i e d . Many people t r a i n e d i n the paradigms of science and engineering are l i k e l y to f i n d i t hard to take process-focused reasons f o r doing q u a n t i t a t i v e p o l i c y a n a l y s i s very s e r i o u s l y . These reasons are, however, very r e a l , and based at l e a s t on my own experience are o f t e n more important i n promoting the use o f q u a n t i t a t i v e r i s k assessment and other p o l i c y a n a l y s i s than are substance-focused reasons. While process-focused reasons are perhaps the most common reason f o r engaging i n q u a n t i t a t i v e assessment, they c a n t be used as p u b l i c l y s t a t e d j u s t i f i c a t i o n s f o r doing a n a l y s i s . Take reason 4 as an example. Performing q u a n t i t a t i v e assessment can be a good way to persuade others that I know what I'm doing because they assume I'm doing a n a l y s i s to get answers to p o l i c y questions or to b e t t e r i l l u m i n a t e the p o l i c y i s s u e s . Since the p o l i c y making process i s o f t e n too convoluted f o r outside observers to f o l l o w , people's p e r c e p t i o n o f me may be q u i t e u n e f f e c t e d by the f a c t that none o f the q u a n t i t a t i v e a n a l y s i s that I perform a c t u a l l y has any impact on, or s i g n i f i c a n c e f o r , the p o l i c y d e c i s i o n s I make. But, i f I p u b l i c l y admit t h i s f a c t , then, o f course, the a n a l y s i s i s no longer o f value to me. I must maintain the f i c t i o n that my motivation i s one o f the f i r s t two substance-focused reasons. f
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 In a s i m i l a r way, the t h i r d of the substance-focused reasons r e l i e s f o r i t s success on an assumption among most p a r t i c i p a n t s and observers that one of the f i r s t two substance-focused reasons i s a c t u a l l y operating. I f I can e a s i l y demonstrate, f o r example, that the inputs to the a n a l y s i s were a r t f u l l y chosen to get the answer d e s i r e d , the e f f e c t i v e n e s s of the a n a l y s i s as an a d v e r s a r i a l t o o l i s g r e a t l y diminished. Thus, we come to a very i n t e r e s t i n g c o n c l u s i o n . While we have been able to l i s t at l e a s t eight reasons why o r g a n i z a t i o n s and people commission and perform q u a n t i t a t i v e assessments, only the f i r s t two of these reasons are r e l e v a n t when we ask the question what are the c h a r a c t e r i s t i c s o f "good" q u a n t i t a t i v e assessment? The f i r s t of these two reasons (to get answers to a s p e c i f i c a l l y formulated p o l i c y question) i s the one advanced by c l a s s i c a l d e c i s i o n a n a l y s i s . O c a s s i o n a l l y one a c t u a l l y does encounter a problem i n which a good piece o f a n a l y s i s provides an answer that can be d i r e c t l y implemented without f u r t h e r c o n s i d e r a t i o n . However, such s i t u a t i o n s are so rare i n p r a c t i c e that f o r the balance of t h i s d i s c u s s i o n I w i l l focus e x c l u s i v e l y on my second reason ...namely, q u a n t i t a t i v e r i s k and other p o l i c y assessments are undertaken to provide i n s i g h t and to inform the p o l i c y making process. In the s p e c i f i c context of r i s k assessment, t h i s t r a n s l a t e s to the statement that q u a n t i t a t i v e r i s k assessment i s undertaken to provide a b e t t e r understanding of the character, magnitude and extent o f s p e c i f i c r i s k s as w e l l as an understanding of how these r i s k s compare with other e x i s t i n g or p o t e n t i a l r i s k s . Quantitat i v e r i s k assessment doesn't t e l l us whether and how to manage a r i s k but i t may provide i n s i g h t s that make i t e a s i e r to s e l e c t r i s k management s t r a t e g i e s that are c o n s i s t e n t with our values and b e l i e f s . Thus, i t can "inform" the p o l i c y process of r i s k management decision-making. Of course, there are many p o l i c y problems to which q u a n t i t a t i v e a n a l y s i s can c o n t r i b u t e l i t t l e or no i n s i g h t . Hence, i t i s worth asking i s q u a n t i t a t i v e r i s k a n a l y s i s worth doing? Can i t provide i n s i g h t and inform the p o l i c y process of r i s k management i n ways that would otherwise not be p o s s i b l e ? For a l a r g e number of r i s k s I think the answer i s yes, f o r two reasons. F i r s t , the exposure and e f f e c t s processes involved i n many r i s k s are too complex f o r people to f u l l y understand without the a s s i s t a n c e of q u a n t i t a t i v e models. Second, there i s growing experimental e v i dence (1,2) that the p s y c h o l o g i c a l h e u r i s t i c s that people use i n making judgments about r i s k s do not work very w e l l i n the context of many r i s k s , p a r t i c u l a r l y t e c h n o l o g i c a l l y - b a s e d r i s k s to human health, s a f e t y , and the environment. Q u a n t i t a t i v e r i s k assessment can provide a v e h i c l e f o r avoiding at l e a s t some of the biases that are introduced by the operation of these h e u r i s t i c s .
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 Why i s i t "Good" t o C h a r a c t e r i z e and Deal With Uncertainty i n Risk Assessment and i n Other Q u a n t i t a t i v e P o l i c y A n a l y s i s ?
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 Some years ago I wrote an e d i t o r i a l i n Science ( 3 . ) that began to l i s t what I think are the c h a r a c t e r i s t i c s o f "good" p o l i c y analysis. Since then I have thought q u i t e a b i t more about t h i s question. I f the o b j e c t i v e o f good p o l i c y a n a l y s i s i s to inform the p o l i c y making process, then my current l i s t o f the a t t r i b u t e s o f "good" q u a n t i t a t i v e p o l i c y a n a l y s i s reads as f o l l o w s : • •
 
 • •
 
 •
 
 •
 
 C l e a r l y d e f i n e the boundaries o f the a n a l y s i s and provide a careful rationale for their selection. Develop the models ( o r a n a l y t i c a l t o o l s ) used i n the assessment i n an i t e r a t i v e f a s h i o n so as to assure, through c a r e f u l s e n s i t i v i t y a n a l y s i s , that a l l important v a r i a b l e s are ident i f i e d and p r o p e r l y incorporated and that the models chosen are as robust as p o s s i b l e . E x p l i c i t l y describe t h i s process and use the f i n d i n g s to j u s t i f y the choice o f models. C h a r a c t e r i z e and deal with a l l s c i e n t i f i c or t e c h n o l o g i c a l u n c e r t a i n t i e s as completely and as e x p l i c i t l y as p o s s i b l e . E x p l i c i t l y i d e n t i f y a l l value assumptions and, t o the extent p o s s i b l e , t r e a t them i n a parametric fashion so that a v a r i e t y o f people with d i f f e r e n t value o r i e n t a t i o n s can use the a n a l y s i s to reach t h e i r own c o n c l u s i o n s . Present r e s u l t s i n a c l e a r open manner which makes a l l assumptions and operations e x p l i c i t and allows others t o e a s i l y v e r i f y , use, modify and extend the a n a l y s i s . To the extent p o s s i b l e , d e s c r i b e how the conclusions reached may be e f f e c t e d by the problem boundaries that were s e l e c t e d .
 
 I could go through each o f these s i x p o i n t s and develop supporting arguments, but because the subject o f t h i s paper i s the importance o f adequately c h a r a c t e r i z i n g and d e a l i n g with uncert a i n t y l e t me focus j u s t on t h i s one a t t r i b u t e on my l i s t . The standard d e c i s i o n a n a l y s i s l i t e r a t u r e ( 4 , 5 ) i d e n t i f i e s a number o f circumstances i n which i t may be important to e x p l i c i t l y c h a r a c t e r i z e and deal with u n c e r t a i n t y when performing a n a l y s i s . These i n c l u d e : •
 
 When you are performing an a n a l y s i s i n which peoples' a t t i tude toward r i s k i s l i k e l y to be important (e.g. when people are r i s k averse). • When you are performing an a n a l y s i s i n which u n c e r t a i n i n f o r mation from d i f f e r e n t sources must be combined (e.g. when the mean o f the output estimate cannot be obtained simply by operating on the means o f a l l the input estimates). • When a d e c i s i o n i s to be made about whether t o expend r e sources to acquire a d d i t i o n a l information (e.g. problems i n v o l v i n g the value o f i n f o r m a t i o n ) .
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 In a Ph.D. t h e s i s r e c e n t l y completed under my s u p e r v i s i o n , my c o l l e a g u e , Max Henrion (6), has explored a f o u r t h reason supported by the axioms of conventional d e c i s i o n a n a l y s i s :
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 •
 
 When the l o s s e s go as the t h i r d or some higher order o f the decision variable.
 
 He d e f i n e s the EVIU or expected value o f i n c l u d i n g uncert a i n t y and compares i t with other standard measures such as the EVPI f o r a v a r i e t y o f examples. However, the paradigm and formalism o f d e c i s i o n a n a l y s i s doesn't capture everything that i s important i n r e a l p o l i c y analys i s environments. There are a number o f other reasons why i t may be important to c h a r a c t e r i z e and deal with u n c e r t a i n t y i n a n a l y s i s even when the EVIU i n a d e c i s i o n a n a l y t i c context i s zero or very s m a l l . Here are s e v e r a l : •
 
 •
 
 •
 
 •
 
 •
 
 There i s c o n s i d e r a b l e e m p i r i c a l evidence to suggest that due to a v a r i e t y o f h e u r i s t i c s employed i n human thought processes c o g n i t i v e b i a s e s may r e s u l t i n "best estimates" that are not a c t u a l l y very good. Even i f a l l that i s needed i s a "best estimate" answer the q u a l i t y o f that answer may be improved by an a n a l y s i s that i n c o r p o r a t e s and deals with the f u l l uncertainty. Model b u i l d i n g i s n e c e s s a r i l y an i t e r a t i v e process and to some extent an a r t form. The search f o r an adequate and robust model to handle the problem a t hand may proceed more e f f e c t i v e l y and to a surer c o n c l u s i o n i f the a s s o c i a t e d u n c e r t a i n t y i s e x p l i c i t l y included and can be used as a guide i n the process o f model b u i l d i n g and refinement. In the r e a l world, a d e c i s i o n i s r a r e l y made on the b a s i s o f a s i n g l e p i e c e o f a n a l y s i s (though t h i s i s , o f course, the i m p l i c i t assumption o f most d e c i s i o n a n a l y s i s ) . Further i t i s r a r e f o r there to be one d i s c r e t e d e c i s i o n . Rather a process o f m u l t i p l e d e c i s i o n s spread out over time i s the more common occurrence. Any given piece o f a n a l y s i s i s l i k e l y t o be more u s e f u l i n such an environment i f i t c h a r a c t e r i z e s the a s s o c i a t e d u n c e r t a i n t y i n a f a i r l y complete f a s h i o n , thus a l l o w i n g the u s e r ( s ) t o b e t t e r evaluate i t i n the context o f the v a r i o u s other f a c t o r s being considered. Many problems i n technology and p u b l i c p o l i c y i n v o l v e complex mixtures o f disagreements over i s s u e s o f value and o f f a c t . A n a l y t i c a l procedures which e x p l i c i t l y c h a r a c t e r i z e and deal with t e c h n i c a l u n c e r t a i n t y (and parameterize or otherwise deal e x p l i c i t l y with i s s u e s o f value) can help t o produce a c l e a r e r separation o f the two. T h i s may help to lead t o a more open and r a t i o n a l d e c i s i o n process. P o l i c y a n a l y s t s have a p r o f e s s i o n a l and e t h i c a l respons i b i l i t y to present not j u s t "answers" but a l s o a c l e a r and e x p l i c i t statement o f the i m p l i c a t i o n s and l i m i t a t i o n s o f
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 t h e i r work. Analyze the attempts to f u l l y c h a r a c t e r i z e and deal with important a s s o c i a t e d u n c e r t a i n t i e s helps them to b e t t e r execute t h i s r e s p o n s i b i l i t y .
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 Sources of Uncertainty
 
 i n Q u a n t i t a t i v e Risk Assessment
 
 Figure 1 l a y s out a framework that I have found very u s e f u l i n t h i n k i n g about t e c h n o l o g i c a l l y - b a s e d r i s k to h e a l t h , s a f e t y and the environment ( 7 ) . In t h i s formulation various events or a c t i v i t i e s set i n motion exposure processes that expose o b j e c t s and processes i n the n a t u r a l and human environment to the poss i b i l i t y o f change. E f f e c t s processes then occur ( e i t h e r sequent i a l l y or c o n c u r r e n t l y ) that g i v e r i s e to changes or e f f e c t s . People look at these e f f e c t s and perceive something. These perceptions of what a c t u a l l y occurred are then valued, some as good, some as bad. In my mind, the problem of performing q u a n t i t a t i v e r i s k assessment t r a n s l a t e s to the problem o f b u i l d i n g good q u a n t i t a t i v e d e s c r i p t i o n s or models of the e f f e c t s and exposure processes i n v o l v e d i n the p a r t i c u l a r r i s k problem of i n t e r e s t . While very important i n the p o l i c y process of r i s k management, the human p e r c e p t i o n and v a l u a t i o n processes i l l u s t r a t e d on the r i g h t hand s i d e o f Figure 1 are not p a r t of q u a n t i t a t i v e r i s k assessments as i t i s u s u a l l y defined and p r a c t i c e d . Since r i s k i s "the chance o f i n j u r y or l o s s " r i s k assessment n e c e s s a r i l y must deal with u n c e r t a i n t y . Uncertainty may enter through exposure processes, through e f f e c t s processes or through both. T h i s u n c e r t a i n t y may take at l e a s t three forms: 1. 2.
 
 3.
 
 The values of a l l the important v a r i a b l e s involved are not or cannot be known, and p r e c i s e p r o j e c t i o n s cannot be made. The p h y s i c s , chemistry, and b i o l o g y of the processes involved are not f u l l y understood, and no one knows how to b u i l d p r e c i s e p r e d i c t i v e models. The processes involved are i n h e r e n t l y p r o b a b i l i s t i c , or at l e a s t so complex that i t i s i n f e a s i b l e to construct and s o l v e p r e c i s e p r e d i c t i v e models.
 
 As discussed i n the next s e c t i o n , there i s an important d i f f e r e n c e between the f i r s t of these that i n v o l v e s u n c e r t a i n t y i n the v a r i a b l e s or c o e f f i c i e n t s of a model and the second which i n v o l v e s u n c e r t a i n t y i n the f u n c t i o n a l form of the model i t s e l f . I t i s a l s o important to d i f f e r e n t i a t e these u n c e r t a i n t i e s from u n c e r t a i n t i e s i n d e c i s i o n v a r i a b l e s (e.g. value assumptions, p o l i c y choices, e t c . ) . In general, I b e l i e v e that such v a r i a b l e s are best parameterized r a t h e r than treated as u n c e r t a i n . The information about the u n c e r t a i n t y attached to r i s k processes u s u a l l y f i t s i n t o one or more of the f o l l o w i n g f i v e c a t e g o r i e s l i s t e d i n order of i n c r e a s i n g problem u n c e r t a i n t y :
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 Human Perception Processes
 
 ±±
 
 human p e r c e p t i o n o f exposures and e f f e c t s
 
 Human Environment
 
 e f f e c t s on o b j e c t s and p r o c e s s e s
 
 Effects Processes
 
 Environment
 
 c o s t s and benefits
 
 Human Evaluation Processes
 
 F i g u r e 1. Framework f o r c o n s i d e r i n g t e c h n o l o g i c a l l y - b a s e d r i s k s t o h e a l t h , s a f e t y , and t h e e n v i r o n m e n t . Q u a n t i t a t i v e r i s k a s s e s s m e n t g e n e r a l l y i n v o l v e s b u i l d i n g q u a n t i t a t i v e m o d e l s o f t h e f i r s t two boxes i n t h i s d i a g r a m . " R e p r o d u c e d w i t h p e r m i s s i o n f r o m R e f . 7, C o p y r i g h t 1981, I E E E S p e c t r u m . "
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 4.
 
 5.
 
 ASSESSMENT A N D MANAGEMENT OF CHEMICAL
 
 RISKS
 
 Good d i r e c t s t a t i s t i c a l evidence on the process o f i n t e r e s t i s a v a i l a b l e . This i s c l e a r l y the most d e s i r a b l e s i t u a t i o n , but i s r a r e f o r most c a t e g o r i e s o f r i s k problems. The process can be disaggregated with a n a l y t i c a l t o o l s — s u c h as f a u l t t r e e s , event t r e e s , and various s t o c h a s t i c m o d e l s — i n t o subprocesses, f o r which good s t a t i s t i c a l evidence i s available. Aggregate p r o b a b i l i t i e s can then be constructed. No good data are a v a i l a b l e f o r the process under c o n s i d e r a t i o n , but good data are a v a i l a b l e f o r a s i m i l a r process and these data may be adapted or extended f o r use e i t h e r d i r e c t l y or as p a r t o f a disaggregated model. The d i r e c t and i n d i r e c t evidence that i s a v a i l a b l e i s poor or incomplete and i t i s necessary to r e l y to a very s u b s t a n t i a l extent on the p h y s i c a l i n t u i t i o n and s u b j e c t i v e judgment o f t e c h n i c a l experts. There i s l i t t l e or no a v a i l a b l e evidence, and even the experts have l i t t l e b a s i s on which to produce a s u b j e c t i v e judgment.
 
 Unfortunately a very s u b s t a n t i a l f r a c t i o n o f the q u a n t i t a t i v e r i s k assessment problems o f concern today f a l l i n t o c a t e g o r i e s 3, 4 or 5 o f t h i s c l a s s i f i c a t i o n . A n a l y t i c a l S t r a t e g i e s and Tools f o r Dealing with
 
 Uncertainty
 
 Given a r i s k assessment problem that i n v o l v e s u n c e r t a i n t y i n the value o f model c o e f f i c i e n t s there are a v a r i e t y o f a n a l y t i c a l s t r a t e g i e s which an a n a l y s t can adopt. These i n c l u d e : la
 
 Perform s i n g l e - v a l u e - b e s t - e s t i m a t e a n a l y s i s and ignore the uncertainty. Ib Perform s i n g l e - v a l u e - b e s t - e s t i m a t e a n a l y s i s . Then acknowledge the u n c e r t a i n t y , perform various s e n s i t i v i t y c a l c u l a t i o n s , and provide a q u a l i t a t i v e and/or q u a n t i t a t i v e d i s c u s s i o n o f the u n c e r t a i n t y . lia Estimate some c o e f f i c i e n t o f u n c e r t a i n t y , such as the s t a n dard d e v i a t i o n , f o r each important model c o e f f i c i e n t and then use a n a l y t i c a l procedures f o r " e r r o r propagation" to propagate t h i s u n c e r t a i n t y through the a n a l y s i s . lib C h a r a c t e r i z e u n c e r t a i n c o e f f i c i e n t s as s u b j e c t i v e p r o b a b i l i t y d i s t r i b u t i o n s and then propagate t h i s u n c e r t a i n t y through the a n a l y s i s , u s u a l l y through the use o f s t o c h a s t i c s i m u l a t i o n . I l i a Treat some c o e f f i c i e n t s p a r a m e t r i c a l l y , performing the analysis f o r a v a r i e t y o f p l a u s i b l e values o f each o f these coefficients. I l l b Perform order-of-magnitude based bounding a n a l y s i s which does not produce unique "answers" but r a t h e r estimates bound on the range o f p o s s i b l e answers. For s i m p l i c i t y I w i l l r e f e r to the f i r s t two o f these as s i n g l e - v a l u e - b e s t - e s t i m a t e a n a l y s i s , to the second two as prob-
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 a b i l i s t i c a n a l y s i s and to the f i n a l two as parametric/bounding a n a l y s i s . Most q u a n t i t a t i v e p o l i c y a n a l y s i s , i n c l u d i n g most r i s k assessments, performed today use single-value-best-estimate techniques, much of i t of type l a . A f a i r number o f analyses make some modest use of parametric/bounding techniques. Only a handful use p r o b a b i l i s t i c techniques. Which a n a l y t i c strategy or mix of s t r a t e g i e s i s appropriate for a given r i s k assessment problem? The answer depends l a r g e l y upon the amount of a s s o c i a t e d u n c e r t a i n t y . I have l i s t e d the s t r a t e g i e s roughly i n order of i n c r e a s i n g problem u n c e r t a i n t y . Thus, strategy l a i s most appropriate when model c o e f f i c i e n t s are r e a l l y q u i t e w e l l known and s t r a t e g y I l l b i s most appropriate when very l i t t l e i s known about the value of these c o e f f i c i e n t s . Having i d e n t i f i e d some a v a i l a b l e a n a l y t i c a l s t r a t e g i e s and arranged them roughly i n order of appropriateness f o r i n c r e a s i n g u n c e r t a i n t y the obvious next step i s to provide some c l e a r e r g u i d e l i n e on when to move from one strategy to the next. Unf o r t u n a t e l y , I can't do t h i s . Within l i m i t s the choice of which a n a l y t i c a l strategy to employ seems to me to depend l a r g e l y on the t a s t e or a e s t h e t i c judgment of the a n a l y s t . In watching myself perform assessments, I know that there are problems with so much u n c e r t a i n t y that I do not f e e l comfortable using a p r o b a b i l i s t i c approach but f e e l i n s t e a d that a parametric/bounding approach i s more appropriate. So f a r I haven't succeeded i n p u t t i n g down a coherent l i s t o f a t t r i b u t e s that d i c t a t e my choice. I'm working on it. The various s t r a t e g i e s we have l i s t e d are a l l intended to deal with u n c e r t a i n t y i n the value o f model c o e f f i c i e n t s . There i s a second kind of u n c e r t a i n t y that must a l s o be considered. This i s u n c e r t a i n t y about the c o r r e c t f u n c t i o n a l r e l a t i o n s h i p s w i t h i n the model. In general, t h i s i s a much tougher problem. Exploratory s t u d i e s , changing the model around to l e a r n what matters and what doesn't, and various order-of-magnitude kinds of arguments that do the same t h i n g are about the best approach I can o f f e r . C l e a r l y an a n a l y t i c a l environment which encourages and makes such exploratory a n a l y s i s easy to do i s most d e s i r a b l e . There i s one general c o n c l u s i o n I do f e e l q u i t e comfortable i n drawing. Far too much r i s k assessment that i s done as s i n g l e value-best-estimate a n a l y s i s should i n f a c t be done as p r o b a b i l i s tic analysis. There are undoubtedly s e v e r a l reasons f o r t h i s . Performing p r o b a b i l i s t i c a n a l y s i s can get a n a l y t i c a l l y messy. Obtaining s u b j e c t i v e judgmental estimates of uncertain c o e f f i c i e n t s can be awkward and i s subject to a v a r i e t y o f p i t f a l l s . And, while most people appear to be q u i t e comfortable with such b a s i c notions of u n c e r t a i n t y as "odds" unless care i s taken, the r e s u l t s of p r o b a b i l i s t i c a n a l y s i s can become somewhat d i f f i c u l t to communicate to a semi-technical or non-technical audience. Max Henrion and I are h e a v i l y involved i n research d i r e c t e d at reducing these o b s t a c l e s , p a r t i c u l a r l y the f i r s t . As part of h i s Ph.D. t h e s i s , Henrion developed a software system c a l l e d DEMOS
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 which makes i t roughly as easy to perform f u l l p r o b a b i l i s t i c a n a l y s i s as i t i s to perform conventional s i n g l e - v a l u e - b e s t - e s t i  mate a n a l y s i s . Now, under NSF support, DEMOS has been r e - w r i t t e n i n c l e a n t r a n s p o r t a b l e PASCAL and we are embarking on a s e r i e s o f s t u d i e s to explore how to most e f f e c t i v e l y provide software sup port f o r p r o b a b i l i s t i c r i s k assessment and other p r o b a b i l i s t i c policy analysis. While more d e t a i l e d d e s c r i p t i o n s o f DEMOS are a v a i l a b l e e l s e  where (8,9.10,11) i t seems appropriate to provide here a very simple i l l u s t r a t i o n o f the system. Suppose one i s concerned with estimating the m o r t a l i t y impact o f a chemical p o l l u t a n t which f o r convenience I ' l l c a l l XYZ. In the problem o f i n t e r e s t , there a r e two sources o f XYZ exposure. The s t r e n g t h o f these source terms, c a l l them SI and S2, i s u n c e r t a i n . The t o t a l population a t r i s k i s P, a l s o a somewhat u n c e r t a i n q u a n t i t y . The exposure process i s such that exposure i s p r o p o r t i o n a l t o source strength through a constant o f p r o p o r t i o n a l i t y , C, which i s known only approximately. F i n a l l y , while a l i n e a r damage f u n c t i o n with no threshold i s known to be appropriate the slope o f the damage f u n c t i o n , D, i s uncer tain. A simple q u a n t i t a t i v e model o f the p o t e n t i a l health impact can thus be w r i t t e n : health impact
 
 =
 
 C « (SI + S2) * D * Ρ
 
 Suppose my "best-estimate" values f o r the c o e f f i c i e n t s are C
 
 9
 
 3
 
 = 10" μ π ι " / 8
 
 51 = 10 52 = 0.7
 
 8
 
 g/sec g/sec
 
 D
 
 = .0025 deaths/person- μg-m
 
 Ρ
 
 = 1500 people
 
 /yr
 
 Converting the emission r a t e s t o a y e a r l y b a s i s and sub s t i t u t i n g we get an estimated h e a l t h impact o f 1.27 deaths/year. The f o l l o w i n g i s a t r a n s c r i p t o f an i n t e r a c t i v e s e s s i o n with DEMOS that performs t h i s same c a l c u l a t i o n . Underlined p o r t i o n s are what I typed (answers that appear i n square brackets a f t e r questions from DEMOS are d e f a u l t values. I f the user h i t s c a r r i a g e r e t u r n , t h i s answer i s assumed): Welcome t o DEMOS, v e r s i o n Zero. S t a r t i n g a new p r o j e c t .
 
 01--June-82
 
 Do you want to s t a r t a new p r o j e c t ? [Yes]: Yes Name of p r o j e c t ? [VI6]: XYZ
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 D e s c r i p t i o n : Health impact of
 
 XYZ
 
 Author: G. Morgan
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 P r o j e c t XYZ i s ready to be Type "Help" i f needed. >variable Name of Variable?
 
 [vl7]:
 
 defined.
 
 EXD
 
 T i t l e : Health impact U n i t s : XD/YR D e s c r i p t i o n : Health impact of XYZ
 
 i n excess deaths per year.
 
 D e f i n i t i o n : C*(Sl+S2)*Spy*D*P ? : Undefined v a r i a b l e C i s undefined. Do you want to define i t ? [Yes]: Name of Variable?
 
 [C] :
 
 T i t l e : Exposure c o e f f i c e n t A
 
 U n i t s : ugm 3/g D e s c r i p t i o n : C o e f f i c e n t that r e l a t e s emission r a t e to exposure. D e f i n i t i o n : 10"(-9) C i s OK SI i s undefined. Do you want to define i t ? [Yes]: Name of Variable?
 
 [SI]:
 
 T i t l e : F i r s t source term U n i t s : g/sec D e s c r i p t i o n : Strength of f i r s t
 
 source.
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 Definition: Π) 51 i s OK ? : Undefined. Do you want to d e f i n e i t ? [Yes]:
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 Name of V a r i a b l e ? [S2]: T i t l e : Second source term U n i t s : g/sec D e s c r i p t i o n : Strength of second source. D e f i n i t i o n : ÇL7 52 i s OK ? : Undefined v a r i a b l e Spy i s undefined. Do you want to d e f i n e i t ? [Yes]: Name of v a r i a b l e ?
 
 [Spy]:
 
 T i t l e : No.of s e c . i n a y r . Units:
 
 sec/yr
 
 D e s c r i p t i o n : C o e f f i c e n t r e l a t i n g sec, to y r . ι Definition: Spy
 
 60*60*24*365.25
 
 i s OK
 
 ? : Undefined v a r i a b l e D i s undefined. Do you want to d e f i n e i t ? [Yes]: Name of V a r i a b l e ? [D]: T i t l e : Slope of damage f u n c t i o n A
 
 U n i t s : D/per-ug-m 3/yr D e s c r i p t i o n : Slope of damage f u n c t i o n f o r XYZ.
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 D e f i n i t i o n : 0.0025 D i s OK ? : Undefined v a r i a b l e Ρ i s undefined. Do you want to d e f i n e i t ? [Yes]:
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 Name of Variable? [ P ] : T i t l e : Population U n i t s : People D e s c r i p t i o n : Number of persons
 
 exposed to XYZ.
 
 D e f i n i t i o n : 1500 Ρ i s OK Exd i s OK > what EXD Exd
 
 : HEALTH IMPACT
 
 (XD/YR
 
 ) - 1.2662
 
 I f a t t h i s stage I l i s t the model I have b u i l t by saying "WHY EXD", I get the following " s e l f documented" model d e s c r i p t i o n :
 
 Why EXD Exd : HEALTH IMPACT (XD/YR ) 1.2662 D e s c r i p t i o n : HEALTH IMPACT OF XYZ IN EXCESS DEATHS PER YEAR. Exd = C*(S1+S2)*SPY*D*P
 
 C SI S2 Spy D
 
 A
 
 : : : : :
 
 EXPOSURE COEFFICENT (UGM 3/G ) FIRST SOURCE TERM (G/SEC ) SECOND SOURCE TERM (G/SEC ) NO.OF SEC.IN A YR. (SEC/YR ) SLOPE OF DAMAGE FUNCT(D/PER-UGM 3/YR) : POPULATION (PEOPLE ) A
 
 Ρ
 
 _
 
 lp = 10 = 0.7000 = 31.56M = =
 
 2.50m 1500
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 Now suppose that a f t e r extensive i n t e r a c t i o n s with appro p r i a t e experts we are able to obtain s u b j e c t i v e estimates o f the u n c e r t a i n t y attached to these c o e f f i c i e n t s . Subjective d i s t r i b u  t i o n s f o r C, D and Ρ have been e l i c i t e d and are shown i n Figure 2. SI and S2 are estimated to be log-normally d i s t r i b u t e d , with geometric means of 10 and 0.7 and geometric standard d e v i a t i o n s o f 2 and 10, r e s p e c t i v e l y . We can e a s i l y modify our e x i s t i n g DEMOS model and perform a f u l l y p r o b a b i l i s t i c a n a l y s i s as f o l l o w s : Downloaded by UNIV OF MASSACHUSETTS AMHERST on January 18, 2018 | http://pubs.acs.org Publication Date: January 13, 1984 | doi: 10.1021/bk-1984-0239.ch008
 
 Sl:=lognormal(10,2) s i i s OK j>S2:=lognormal(0.7,10) S2 i s OK >D:=fractiles[0 .00198,.0022,.00235,.00245,-0025 ,.00256,.00261,.00266,.00285,.0035] D i s OK >P:=fractiles[l300,1440,1470,1485,1498,1500,1510 ,1518,1523,1540,1700] >
 
 Ρ i s OK >C:=fractiles[2e-ll,le-10,3e-10,6e-10,8e-10,le-9 ,1.2e-9,1.4e-9,1.8e-9,2e-9,le-8] C i s OK >cdf JEXD
 
 F i n a l l y , we can explore a l t e r n a t i v e model formulations by simply changing the a l g e b r a i c expressions and looking at the results. The v e r s i o n of t h i s paper presented v e r b a l l y at Kansas C i t y dwelt at some length on an example drawn from an a c t u a l r i s k a n a l y s i s performed by the author and h i s colleagues on a problem i n v o l v i n g long range transport and p o s s i b l e human health e f f e c t s from s u l f u r a i r p o l l u t i o n from c o a l - f i r e d power p l a n t s . I n t e r e s t  ed readers can f i n d d e t a i l s on t h i s work elsewhere (12). Risk Assessment Tools as a Framework f o r D i s c u s s i o n Among Contest ing Parties Many of our i n s t i t u t i o n s f o r r i s k management are e x p l i c i t l y adver sarial. D i f f e r e n t p a r t i e s with d i f f e r e n t i n t e r e s t s argue things out i n i n s t i t u t i o n a l environments that are h e a v i l y based on l e g a l models. Such procedures work i n the sense that they u s u a l l y produce "answers". Some would argue that they do rather l e s s w e l l i n adequately i d e n t i f y i n g and d e a l i n g with s c i e n t i f i c r e a l i t y . Many would argue that they are i n e f f i c i e n t and give r i s e to unnecessary c o n t r o v e r s i e s and t e n s i o n .
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 F i g u r e 2. Hypothetical subjective d i s t r i b u t i o n s e l i c i t e d from experts f o r use i n the sample problem discussed i n the text.
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 Right or wrong such concerns have i n c r e a s i n g l y lead people to suggest that we need to begin to experiment with our i n s t i t u t i o n s f o r r i s k management, seeking, among other things, l e s s a d v e r s a r i a l more consensus-based approaches to r i s k management. What i s the p o s s i b i l i t y that "good" q u a n t i t a t i v e r i s k assess ment ...that i s r i s k assessment that s t r i v e s to meet the c r i t e r i a we o u t l i n e d above i n S e c t i o n 2... might provide a framework f o r d i s c u s s i o n among c o n t e s t i n g p a r t i e s i n such a l e s s a d v e r s a r i a l more consensus-based approach could develop? On the p o s i t i v e side such an a n a l y t i c a l framework might help the p a r t i e s to q u i c k l y focus on t h e i r areas of agreement and disagreement. Since i t would provide a n a l y t i c a l r e s u l t s that t r e a t i s s u e s of value param e t r i c a l l y the d i f f e r e n t p a r t i e s could a l l use the same models and r e s u l t s to draw t h e i r v a r i o u s separate c o n c l u s i o n . Issues o f value and i s s u e s o f f a c t would be more c l e a r l y d i f f e r e n t i a t e d . Because u n c e r t a i n t y would be e x p l i c i t l y c h a r a c t e r i z e d and d e a l t with, there might be l e s s tendency to use a n a l y s i s as an a d v e r s a r i a l dub since a l l the p a r t i e s would f i n d i t e a s i e r to understand the i m p l i c a t i o n s of a l t e r n a t i v e model formulations and assumptions. In short, by p r o v i d i n g p a r t i c i p a n t s with a "good" a n a l y t i c a l framework that could serve a b a s i s f o r d e l i b e r a t i o n , r i s k manage ment decision-making might be made more " r a t i o n a l " . But, would i t ...and do we want that? I don't know i f i t would. I suspect i n many cases i t could help considerably and f o r t h i s reason I'm a strong advocate o f running some w e l l conceived experiments. But, at the same time, I have my doubts. Sometimes p a r t i e s t a l k past each other, confuse i s s u e s of value and f a c t , read d i f f e r e n t meanings i n t o the same r e s u l t s , and i n t e n t i o n a l l y misunderstand the science because that appears to be the only way to reach a compromise s o l u t i o n . I f a common a n a l y t i c a l framework forced everyone to d i r e c t l y face and debate the r e a l issues ...such as how much should s o c i e t y and i n d i v i d u a l s i n v e s t to save v a r i o u s kinds of l i v e s i n various circumstances... we might f i n d ourselves deadlocked more o f t e n . Then again, focusing more often on the r e a l i s s u e s might c l e a r the a i r . We won't know u n t i l we t r y . Acknowledgments T h i s work was supported i n p a r t by grant #IST-8112439 from the D i v i s i o n of Information Science and Technology o f the U.S. N a t i o n a l Science Foundation and i n part by the Health and Environ mental Risk Assessment Program o f the U.S. Department o f Energy. I thank T. M u l l i n and M. Henrion f o r t h e i r advice and P. Cibulka, I. N a i r and E. Morgan f o r t h e i r a s s i s t a n c e .
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